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The Need for Transformations of Enterprises’ Mechanism of Economic Security Management in the
Context of the Fourth Industrial Revolution Risks Spread

Abstract. Introduction. The state of economic security of the enterprise determines its ability to develop its own
potential and maintain the level of competitiveness, as well as ability to counteract the negative impact of external and internal
environment and prevent the risks that are characteristic of it. The number of risk factors for the normal operation of domestic
enterprises has increased in the context of the trends spread of the Fourth Industrial Revolution. An important step in establishing
a modern integrated economic security system is the formation of a management mechanism that will ensure the effectiveness of
the process of identifying and neutralizing both traditional and emerging risks to industrial enterprises, many of which belongs to
the critical infrastructure of the country and are therefore strategically important for maintaining industrial potential and
maintaining the state of national security.

Purpose. The purpose of the article is to determine the vectors of transformation of the essence, functions, main stages
of creating a mechanism for managing the economic security of an industrial enterprise, able to counteract the negative
consequences of the risks of the Fourth Industrial Revolution.

Results. The article reveals the essence of the mechanism of economic security management and defines its main
elements. It is offered to divide the functions of the mechanism of economic security management of the enterprise into preventive
and anti-crisis management in order to ensure timely counteraction to the risks of the environment of the industrial enterprise.
The short characteristic of the stages of industrial enterprise economic security management mechanism formation is given,
features of functioning of the economic security management mechanism in the conditions of tendencies distribution of the Fourth
Industrial Revolution are considered.

Conclusion. As a result of studying the basics of building a modern, risk-oriented industrial enterprise economic security
management mechanism, it was found that due to its elements such as methods, resources, tools and levers of economic security,
it becomes possible to effectively overcome the impact of traditional and innovative risks on corporate resources of enterprises and
on the success of the process of meeting the economic interests of different groups of its stakeholders. Implementation at the applied
level of the outlined stages of enterprise economic security management mechanism formation allows to apply its functionality in
the future to ensure economic stability, strategic prospects and competitiveness of the business structure in the risk of the Fourth
Industrial Revolution.

Keywords: economic security; management; mechanism; industrial enterprise; risk; Fourth Industrial Revolution; anti-
crisis management; preventive management.
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MatyxHo 10. C., MarictpanTka kadeApu MeHe)KMEHTY Ta €KOHOMiuHol 6e3mneku, YepkacbKui
HaljioHa/JIbHUH yHiBepcuTeT iMeHi borjgana XmenbHuIbKoro, M. Yepkacy, Ykpaina

Kynenko [. M., actiipadT Kadpeapy MeHePKMEHTY Ta eKOHOMiuHOI 6e3neKky, YepKacbKUH HalliOHAJIbHUH
yHiBepcuTeT iMeHi borgana XmMesnbHUIbKOTO, M. Yepkacy, YkpaiHa

Heo6xigHicTh TpaHcdopManiii MexaHi3My ynpaB/1iHHA eKOHOMIYHOI0 6e3MeKO0I0 MiJNPUEMCTB B yMOBax
nouMpeHHs pu3ukKiB YeTBepTOoi NPOMUCI0BOI peBoJIIOL i

AHomayisa. CmaH ekoHOMIYHOI 6e3neku nionpuemcmea 8usHa4ae io2o 3damuicms po3gusamu 8AAacHuUll nomeHyian ma
nidmpumysamu pigeHb KOHKYPeHMOCNPOMOMCHOCMI, @ MAKOXC 0a€ 3M02y Npomudismu He2amusHOMY 8N/AU8Y 308HIWHBLO20 MA
8HYymMpiwHb020 cepedosuuja i 3anobizamu pusukam, ki € 0451 Hbo2o xapakmepHumu. Kinbkicmb pusukosux gpakmopie 045
HOpMa/bHOI disiibHOCMI 8IMYU3HAHUX NIOnpueMcme 3pocaa 8 ymo8ax nowupeHHsi meHdeHYill Yemeepmoi npomucaosoi
pesoroyii. Baxcausum emanom Ha1a2004CeHHs po6omu Cy4acHoi KOMN/aeKcHOI cucmemu eKOHOMIYHOI 6e3neku € popMy8aHHs
ynpaeniHcbko20 MexaHismy, sikull 3abesneyysamume edpekmusHicms npoyecy 8UsA6/AeHH MA 3HEWKOOHCEHHS K MPaoduyitiHux,
mak i HogIMHIX pusukie 0.5 OigAbHOCMI NPOMUCA0BUX hIONPUEMCMS, 3HAYHA YACMUHA SIKUX HaA/1exumsv 00 KpumuyHoi
iHppacmpykmypu Kpainu, a, omce, € cmpameziuHo 8aNCAUB0KH 0151 36epexceHHs NPOMUCA08020 NoMeHyialy ma niompumku
CcMaHy HayioHabHoi 6e3neku depicasu.
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Mema cmammi noasieae y gau3HaveHHi eekmopie mpaHcopmayii cymHocmi, PyHKYill, 0CHOBHUX emanie cmeopeHHs
MeXAHI3My ynpaeaiHHs eKOHOMIYHOI0 6e3NeK00 NPOMUCA08020 Nionpuemcmea, 30amHo20 npomudismu He2amueHUM HACAIOKaM
peasizayii pusukie Yemeepmoi npomuca080i pegoaroyii.

Y cmammi po3kpusaemwvcsi cymHicmos MeXaHizMy ynpasaiHHs eKOHOMIYHOK 6e3neKor ma 8U3HaYarmuCsl i020 OCHOBHI
eseMeHmu. 3anponoHosaHo po3diasimu @GyHKYil MexaHizmy ynpaeaiHHs eKOHOMIYHOW 6e3nekol nionpuemcmea Ha
nonepeoicyrode ma aHMUKpuU3oee ynpas/iHHsS 3 Memow 3abe3nevyeHHs ce8oe€4acHoi npomudii pusukam cepedosuuja
@yHKYiOHy8aHHA npomuca08020 nidnpuemcmea. Hadano Kopomky xapakmepucmuky emanie HopMysaHHs MeXaHizmy
ynpaeniHHs eKOHOMIYHOI0 6e3neKo NPoMUC/A08020 NiONPUEMCMBA, PO32AHYMO 0C06auU80cmi PYHKYIOHY8AHHA MeXAHIZMY
YyNnpasJiHHs eKOHOMIYHOK 6e3neK0H 8 yM08ax nowupeHHs meHdeHyitl Yemeepmoi npomuca080i pegotoyii.

Y pe3yavmami docaidiceHHst ocHo8 no6ydosu cyuacHozo0, pu3uKkoopiEHMOB8AHO20 MEXAHIZMY YNPABAIHHS eKOHOMIYHOI0
6e3nekor0 NpoMuc108020 nidnpuemcmad 6y/10 BCMAHO8/1EHO, W0 3a80IKU MAKUM 11020 es1eMeHmaM, ik Memoaou, pecypcu, 3acobu
ma eadicei 3a6e3neveHHs eKOHOMIYHOI 6e3neKku, cmae MOXCAUBUM eheKkmuaHe N0A0NaHHS HACAIOKIE enaugy mpaduyitiHux i
iHHO8aYIIHUX pU3UKi8 HA CMAH KOpnopamueHux pecypcie nionpuemcmea ma ycniwHicms npoyecy 3a0080/1€HHSI eKOHOMIYHUX
inmepecie pisHux epyn tlozo cmeiikxondepis. Peasizayisi Ha npuKAadHOMy pieHI okpecsieHux emanie OpMy8aHHS MEXAHIZMY
ynpae/niHHA eKOHOMIYHOIW 6e3nekor nidnpuemcmea dae 3mozy mak 3acmocosysamu {020 yHKYIOHAAbHI Moxcausocmi y
Maii6ymHboMy, Wo6 3abe3neyumu 20cnodapcubKy cmitikicms, cmpameziyHi nepcnekmueu ma KOHKypeHmocnpoMoxiCHicmb Gi3Hec-

CMpYKmMypu 8 ymMo8ax NoWupeHHs pusukie Yemeepmoi npomuca060i pegoaroyii.
Kniouoei caoea: ekoHomiuHa 6e3neka; ynpasaiHHS; MexaHiam; npomucsaoge nidnpuemcmeo; pusuk; Yemeepma
npoMuca08a peeoaoyis; aHMUKpu3oee ynpasaiHHs; nonepeodxcyrove ynpasaiHHs.

Formulation of the problem. In the conditions of
financial and economic instability, political and social
crises, an effective mechanism of economic security
management is a critical factor for the successful
functioning of an industrial enterprise in Ukraine. The
beginning and increase in the spread of trends of the
Fourth Industrial Revolution led to the need to transform
classical approaches to the organization of production, as
well as to revise traditional management models of
various activities of enterprises, including the process of
ensuring their economic security. The problem of
modernization and updating of conceptual bases of
construction and functioning of the industrial enterprise
economic security management mechanism in order to
form and put into action the tool capable: to counteract
effectively risks of cyberspace, information and
reputation risks, threats connected with expansion of
limits intelligence, automation of all without exception of
activity processes of the industrial enterprises; to
guarantee the rational use of the available economic
potential; to maintain a high level of economic security at
a reasonable cost of corporate resources to counteract
external and internal risks and threats (the necessitates)
and all this makes relevance of this study.

Analysis of recent research and publications. The
problems of formation and functioning of the enterprise
economic security management mechanism have been
thoroughly studied by such scientists as S. Saloid,
Ye. Naumenko, Y. Chirva, O. Nesterenko. N. Zachosova [1,
2], V. Zanora [2, 3], O. Koval [4], and A. Kovalenko [5] can
be named is active researchers in the field of economic
security science. At present, the theoretical and applied
aspects of the formation of the mechanism of economic
security management require further research to
modernize the methodological foundations of its
construction, as new challenges of the economic
environment and risks formed and intensified by changing
patterns of behavior of economic entities and forms of
management catalysts for the need for structural changes
in the architecture of economic entities economic security
systems.

Formulation of research goals. The purpose of the
article is to determine the vectors of transformation of the
essence, functions, main stages of creating anenterprise
economic security management mechanism, able to
counteract the negative consequences of the risks of the
Fourth Industrial Revolution.

Presentation of the main results of the study. An
important element of the industrial enterprise economic
security system is the mechanism of its management,
which ensures the achievement of the goals of protection
of resources of the business entity and the solution of its
strategic goals and objectives. In the industrial enterprise
economic security system under the mechanism should
be understood arranged in a certain way the sequence of
states and processes that ensure the economic security of
the enterprise [6, p. 252].

The purpose of the enterprise economic security
management mechanism is to ensure the required level of
enterprise economic security by timely detection and
neutralization of threats and negative consequences of
risks to financial and economic activities of the enterprise,
satisfaction of its interests and coordination of interests of
stakeholders with general and strategic goals.

The criterion for the effectiveness of the enterprise
economic security management mechanism is the level of
its economic security. The object of management in the
structure of the industrial enterprise economic security
management mechanism are threats, risks, interests,
corporate resources, and the subject of management is
the enterprise economic security system (EESS). To
achieve the desired effect industrial enterprise economic
security management must be permanent and continuous
[7, p. 153].

The structure of the industrial enterprise economic
security management mechanism is shown in Fig. 1. Its
main elements are management methods — that is a set of
methods and techniques of influence of the subject of
management on the object of management in order to
achieve its goals.

126



EaexkTpoHHe HaykKoBe (paxoBe BHAAHHA 3 eKOHOMIYHUX HayK <Modern Economics», No23 (2020), 125-129
https://modecon.mnau.edu.ua | ISSN 2521-6392

[ Enterprise management ]
[ Portfolio of management decisions Management subiect Economic secun:y <|j|agn05|s and ]
: contro
- e —_——e—e————————
— : 7 e N
e ! ! s
e 1
9 ! Control object Result i S
I R : o J : 5 g
! —P S 2
1 1 © =
= i bl Tools i c g
3 — ' EESS management ! ‘é{ &
% e ! mechanism ! o 5
[ =
= 2 ' Resource Levers : 5
E L 1 1 9]
9] 1 1 “:I_:
oy ! High level of FRP '
£ = N —-—w— . v
g S S ¢ [ Automation and artificial intelligence ] ( Competitiveness ) v
o ~ 5 0
o E é 5 Technical ®and technological innovations ] [ Financial autonomy ]
o c Q9
_J |ag 8 Informatization and digitalization ] [ Productive production ]
o Qx A 4
o
< Integration in to cyber space ] [ High profitability ]

Figure 1 — The Structure of the Industrial Enterprise Economic Security Management Mechanism

Source: compiled by the authors on the basis of [9, p. 400]

The second basic element of the architecture of the
industrial enterprise economic security management
mechanism is its resources, which can include all the
economic potential available to the entity. The role of
resources is very important, without them the company is
not able to achieve the strategic goal of its creation and
operation. Theirimportance lies in the ability to develop the
optimal strategy for the subject (source of formation) and
to influence the external environment of the organization
(the nature of use).

The next element is the control levers, with the help of
which financial and economic security professionals
influence the economic condition of the enterprise in order
to achieve the maximum effect from the implementation of
security-oriented management decisions.

For the effective functioning of the industrial enterprise
economic security management mechanism requires
appropriate tools to ensure the conditions of its operation
[8, p. 400].

The industrial enterprise  economic  security
management mechanism should be divided into preventive
and anti-crisis management.

Preventive management of economic security of an
industrial enterprise is the planning of strategies for its
development, analysis, forecasting, planning the necessary
changes and timely response to events.

The crisis management of industrial enterprise
economic security should be wunderstood as the
implementation of such a management mechanism that
provides rapid reduction of losses by responding
immediately to events [9, p. 77; 11, p. 462].

The main advantages of the two-vector (ie one that
combines anti-crisis and preventive management)
industrial enterprise economic security management
mechanism are:

— minimization of the probability of bankruptcy of the
enterprise;

—reducing the level of threats and risks to production
processes;

—stimulating innovation to maintain the level of
competitiveness of the enterprise in the market;

—constant monitoring of the enterprise economic
security state;

—providing management with timely and reliable
information about the economic condition and financial
performance of the enterprise;

—diagnosis, anticipation of dangerous, destructive
situations in the enterprise and their timely localization and
elimination;

—ensuring the achievement of key indicators of
management efficiency in the enterprise as a whole;

—ensuring uninterrupted and effective work of all
divisions of the enterprise in the direction of achieving its
strategic goal [6, p. 254].

It is expedient to build the structure of the industrial
enterprise economic security management mechanism on
the basis of the functional-resource approach, which will
allow: timely recognition of risks and threats; determine
when, under what circumstances and in what areas it is
necessary to carry out an aggressive offensive (implement
counter-threats), use an evolutionary approach (the
method of careful methodological preparation and gradual
expansion of the living space of the enterprise), apply the
method of adaptation or waiting [12, p. 137].

Transformations of the industrial enterprise economic
security management mechanism in the conditions of the
spread of the Fourth Industrial Revolution are necessary for
it to meet the following requirements:

—requirement of organization — the industrial
enterprise economic security management mechanism
should clearly establish the place of each element and give
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it certain functions in the system to ensure stable and
efficient operation of the enterprise in the presence of risks
of external and internal economic environment;

—requirement of independence — separation of the
industrial enterprise economic security management
mechanism from the process of functioning of other
mechanisms of production units, however, some tasks
facing economic security management cannot be
performed independently without the participation of
other financial and economic systems;

—the requirement of integration, integrity and unity
with the general management system of an industrial
enterprise;

—the requirement of complexity — the industrial
enterprise economic security management mechanism
should include all the necessary elements, bodies, tools,
resources, management tools designed to ensure the
reliability of the economic security system;

— systemic requirement — the mechanism of economic
security management is endowed with the features of an
open system in which the elements of the organizational
structure of the enterprise are closely connected and
function.

The industrial enterprise  economic  security
management mechanism should ensure timely detection of
various dangers, threats and risks, promote timely foresight
and forecast their consequences, be aimed at determining
methods of collecting and providing information to top
management, whose representatives will make
management decisions on further security-oriented actions
of the enterprise [13, p. 448].

An important aspect of the study of the industrial
enterprise economic security management mechanism is
the analysis of the functions that implement this
mechanism. The structure of the industrial enterprise
economic security management mechanism includes the
following main management functions:

— planning, including programming and forecasting;

—organization of the enterprise economic security
system and regulation of the economic security level;

— stimulation;

—control as part of accounting, analysis and audit [14,
p. 227].

The formation of the industrial enterprise economic
security management mechanism is divided into the
following stages (Fig. 2) [15, p. 38]:

study of the specifics of production, the segment ienterprise covers in the market; defining the mission and

objectives of activities in the context of competitive development

AV

assessment of the level of economic security of the enterprise for each functional component, audit of corporate
resources to ensure the level of their protection and analysis of their compliance with the identified threats and
risks

modeling of theindustrial enterprise economic security management mechanism, search of resource maintenance

of its functioning and development

oy

introduction of the formed mechanism, its interaction to the general management of the enterprise and an

estimation of a level of its efficiency

Figure 2 — Stages of Formation of the Industrial Enterprise Economic Security Management Mechanism

Source: compiled by the authors on the basis of [15, p. 38]

Development of the industrial enterprise economic
security management mechanism provides: a preparatory
stage (studying of specificity of production processes, the
analysis of external and internal environments, and also audit
of the available system of security or practice concerning
maintenance of economic security at the enterprise);
modeling of a new or improvement of the existing economic
security system; choice of option for organizing the economic
security service; approval and coordination of information
and analytical support for the functioning of the security
system; development of scenarios for normal and
emergency economic and production situations; audit,
monitoring and control (based on the results of which there
are updates of the enterprise economic security system and
qualitative transformations of the management mechanism)
[12, p. 39].

The industrial enterprise management for the effective
economic securitymanagement in the conditions of
tendencies distribution of the Fourth Industrial Revolution
can apply the following measures:

—legal measures (application of regulatory documents
relating to all areas of the enterprise);

—financial and economic measures(ensuring financial
independence and financial stability);

—force measures(measures to protect all types of
enterprise resources from the actions of competitors);

—informational measures (collection and analysis of
necessary information, crisis prevention);

—technical and technological measures (updating of
production assets);

—innovative measures (application of
technologies by the enterprise) [10, p. 142].

innovative
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The company’s management identifies strategic issues
related to the economic security management. Based on this,
the basic strategy of security-oriented development of the
business entity is chosen. Further, the purpose of creating
such a functional unit as the security service (economic
security) of the enterprise, which to perform its main
functions involves, if necessary, other departments provided
by the organizational structure should be concretized. The
economic security service of the enterprise manages EESS at
the strategic, tactical and operational levels. To ensure the
effectiveness of the industrial enterprise economic security
management mechanism it is necessary to introduce an
operational system for monitoring its level, which will allow:

—provide management with timely and reliable
information about the state of economic security of the
enterprise;

—to carry out complex diagnostics of external and
internal environments of functioning of the enterprise and to
prevent dangerous, destructive situations in its activity for
their fast and effective prevention, localization and
liquidation;

—use the tools of management decisions to form from
the existing risks for the enterprise a set of opportunities,
rather than threatening factors for its economic security
state [15, p. 464].

Conclusions. As a result of studying the basics of building
a modern, risk-oriented industrial enterprise economic
security management mechanism, it was found that due to
its elements such as methods, resources, tools and levers of
economic security, it becomes possible to -effectively
overcome the impact of traditional and innovative risks on
corporate resources of enterprises and on the success of the
process of meeting the economic interests of different
groups of its stakeholders. Implementation at the applied
level of the outlined stages of enterprise economic security
management mechanism formation allows to apply its
functionality in the future to ensure economic stability,
strategic prospects and competitiveness of the business
structure in the risk of the Fourth Industrial Revolution.

Prospects for further research are connected with the
need to form a theoretical and methodological foundations
of preventive and crisis management in the structure of the

—to form key indicators of economic security industrial enterprise economic security management
management efficiency; mechanism.
—to ensure uninterrupted and mutually beneficial
cooperation of all divisions of the enterprise in the direction
of safety-oriented management;
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